
Written Material – After the Data Breach

I. Introduction
● Welcome to "TalksOnLaw" and introduction of the topic: data breaches.

● Insight: Joel Cohen emphasizes the ubiquity of digital threats and the
consequent inevitability of data breaches in the digital age.

● Example: Guest, Muchelle Reed references recent high-profile breaches
and their impact on consumer trust and business operations.

● Introduction of Joel Cohen, the host, and Michelle Reed, the guest expert from
Aiken Gump.

● Insight: Michelle Reed's introduction establishes her as an authoritative
voice on cybersecurity law, promising valuable insights.

● Example: Brief mention of Michelle's significant cases or publications in
the field of cybersecurity law.

II. Understanding Data Breaches
● Definition and significance of data breaches in the current digital landscape.

● Insight: Discussion on how data breaches extend beyond unauthorized
access to include accidental data exposure and loss.

● Example: Citing instances of breaches due to misconfigured cloud
storage or lost hardware containing sensitive information.

● Examples of common types of data breaches and how they occur.
● Insight: Phishing attacks as a prevalent method for initiating data

breaches, exploiting human error.
● Example: Insider threats, emphasizing breaches not just from external

attackers but also from within an organization.
III. Legal Obligations and Risks

● Overview of legal obligations following a data breach.
● Insight: Detailing the necessity for a documented incident response

plan as part of legal obligations.
● Example: Specific requirements for breach notification timelines across

different jurisdictions.
● Discussion of risks associated with data breaches.

● Insight: Long-term reputational damage can often exceed immediate
financial losses.

● Example: Case studies of businesses facing class-action lawsuits
following a breach.

IV. Key Legal Frameworks and Regulations
● Explanation of the Graham-Leach-Bliley Act (GLBA) and its relevance to data

breaches.
● Insight: GLBA's emphasis on financial institutions maintaining robust

security measures to protect consumer information.



● Example: The role of GLBA in a case involving a financial service
provider's data breach.

● Overview of the General Data Protection Regulation (GDPR) and its global
impact.

● Insight: GDPR's right to be forgotten and its implications for data
retention and breach response.

● Example: A significant fine levied against a company for GDPR
non-compliance following a breach.

● Discussion on other pertinent laws and regulations.
● Insight: The patchwork nature of state-level data breach laws in the

United States and the challenge it presents.
● Example: California Consumer Privacy Act (CCPA) as a state-level

regulation with national implications.
V. Data Retention Policies and Legal Compliance

● The role of data retention policies in mitigating the impact of data breaches.
● Insight: How effective data minimization strategies can limit the impact

of a breach.
● Example: The necessity of periodic audits of data retention policies to

ensure compliance and reduce risk.
VI. Best Practices for Legal Compliance and Minimizing Liability

● Developing and implementing an effective data breach response plan.
● Insight: The importance of cross-functional response teams including

legal, IT, PR, and HR departments.
● Example: Simulation exercises to test the effectiveness of the data

breach response plan.


