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Overview
This program examines how cryptocurrency and other digital assets are used to launder money and evade sanctions, and how U.S. and international anti-money-laundering law applies to them. Alex Zerden, a former Treasury official, traces the illicit use of digital assets from the Silk Road market to ransomware, explains why the transparency of public blockchains makes them poor laundering tools and how criminals use privacy coins, mixers, and offshore exchanges to compensate, and reviews the Bank Secrecy Act framework as applied to virtual currency by FinCEN, the FATF travel rule, and OFAC's sanctions designations of exchanges, mixers, and individuals. The program updates the discussion with developments through 2026, including the FTX and Binance prosecutions, the Tornado Cash litigation and the Storm and Samourai Wallet cases, the GENIUS Act's stablecoin regime, the withdrawal of FinCEN's mixer rule, and the shift in federal enforcement priorities.
Learning Objectives
1. Explain the stages of money laundering and how the characteristics of public blockchains, privacy coins, mixers, and exchanges affect each stage.
1. Describe the Bank Secrecy Act obligations of money services businesses dealing in virtual currency, including registration, anti-money-laundering programs, suspicious activity reporting, and the FATF travel rule.
1. Analyze the application of OFAC sanctions to digital-asset transactions, including strict liability, designations of exchanges and mixers, and the Fifth Circuit's decision in Van Loon v. Department of the Treasury.
1. Summarize the principal criminal cases involving digital-asset money laundering and unlicensed money transmission, including Bitcoin Fog, Bitfinex, Binance, FTX, Tornado Cash, and Samourai Wallet.
1. Identify current legislative and regulatory developments, including the GENIUS Act, the proposed CLARITY Act, and changes in Justice Department and SEC enforcement policy.
How Digital Assets Are Used to Launder Money
1. Money laundering proceeds in three stages: placement of criminal proceeds into the financial system, layering to obscure their origin, and integration into the legitimate economy. 18 U.S.C. §§ 1956–1957 criminalize laundering of proceeds of specified unlawful activity.
1. Public blockchains record every transaction permanently and transparently. Transactions are pseudonymous rather than anonymous; blockchain analytics and exchange records allow investigators to trace funds, as in the partial recovery of the 2021 Colonial Pipeline ransom.
1. Evasion techniques include privacy coins (Monero, Zcash, Dash), mixing and tumbling services, chain-hopping, nested exchanges, and offshore platforms with weak controls. The operator of the Bitcoin Fog mixer was arrested in 2021, convicted in 2024, and sentenced to 150 months.
1. Scale: Chainalysis estimated that addresses associated with illicit activity received about $8.6 billion in 2021. Its 2026 report estimates illicit flows of more than $154 billion in 2025, with the largest share connected to sanctioned entities and most illicit volume moving in stablecoins.
The Bank Secrecy Act and Virtual Currency
1. The Bank Secrecy Act (1970), upheld in California Bankers Ass'n v. Shultz, 416 U.S. 21 (1974), requires financial institutions to maintain records and file reports; the Money Laundering Control Act of 1986 criminalized laundering; FinCEN was established in 1990; the USA PATRIOT Act (2001) expanded program and reporting requirements; the Anti-Money Laundering Act of 2020 modernized the regime and expressly covered value that substitutes for currency.
1. FinCEN guidance (FIN-2013-G001; FIN-2019-G001) applies a technology-neutral standard: a person who accepts and transmits convertible virtual currency on behalf of others is a money transmitter and must register as a money services business, implement an AML program, and file suspicious activity and currency transaction reports. Users transacting for their own purposes are not MSBs.
1. The FATF travel rule (Recommendation 16) requires virtual asset service providers to obtain and transmit originator and beneficiary information with transfers. FATF's July 2026 targeted update found that 83 percent of surveyed jurisdictions had travel-rule legislation but only about 40 percent had taken enforcement action.
1. GENIUS Act (July 18, 2025): establishes a federal regime for payment stablecoin issuers and treats them as financial institutions under the Bank Secrecy Act. FinCEN and OFAC proposed implementing AML and sanctions-compliance rules in April 2026.
Sanctions and Digital Assets
1. OFAC sanctions apply to all U.S. persons on a strict-liability basis. OFAC's 2021 sanctions compliance guidance for the virtual currency industry addresses geolocation, IP blocking, and screening.
1. Designations: Suex (September 2021) and Chatex (November 2021) were the first virtual currency exchanges designated for laundering ransomware proceeds; BitRiver (April 2022) was the first mining company designated; Garantex was designated in 2022 and re-designated with its successor Grinex in 2025.
1. Tornado Cash: OFAC designated the mixer in August 2022. In Van Loon v. Department of the Treasury, 122 F.4th 331 (5th Cir. 2024), the court held that immutable smart contracts are not "property" subject to designation; OFAC removed the designation in March 2025.
1. Virgil Griffith pleaded guilty to conspiring to violate sanctions by providing services to North Korea and was sentenced in April 2022 to 63 months (later reduced); he was released in 2025.
Enforcement Cases
1. FTX: the exchange collapsed in November 2022; Sam Bankman-Fried was convicted in November 2023 of fraud and conspiracy and sentenced to 25 years; the Second Circuit affirmed in June 2026.
1. Binance: pleaded guilty in November 2023 to Bank Secrecy Act and sanctions violations and agreed to pay $4.3 billion; founder Changpeng Zhao was sentenced to four months and pardoned in October 2025.
1. Bitfinex: Ilya Lichtenstein and Heather Morgan pleaded guilty to laundering proceeds of the 2016 hack and were sentenced in November 2024 to five years and 18 months respectively.
1. Tornado Cash developer Roman Storm was convicted in August 2025 of conspiracy to operate an unlicensed money-transmitting business; the jury did not reach a verdict on money laundering and sanctions conspiracy counts, and a retrial on those counts is scheduled for 2027.
1. Samourai Wallet: founders Keonne Rodriguez and William Hill pleaded guilty to conspiracy to operate an unlicensed money-transmitting business and were sentenced in November 2025 to five and four years respectively.
Policy Direction
1. Justice Department: an April 2025 memorandum disbanded the National Cryptocurrency Enforcement Team and directed prosecutors to focus on individuals who victimize investors or use digital assets for terrorism, narcotics, and similar crimes rather than on platforms for regulatory violations.
1. SEC: in early 2025 the Commission dismissed several pending enforcement actions against digital-asset platforms. Presidential pardons were granted to the Silk Road founder (January 2025), the BitMEX founders (March 2025), and Binance's founder (October 2025).
1. FinCEN withdrew in October 2026 its October 2023 proposal to designate convertible virtual currency mixing as a primary money laundering concern under Section 311, as well as its 2020 proposal on self-hosted wallets.
1. The CLARITY Act (H.R. 3633), establishing a market-structure framework for digital assets, passed the House in July 2025 but failed a Senate cloture vote 49–50 in September 2026; a motion to reconsider is pending.
Developments to Know
1. Chainalysis 2026 Crypto Crime Report: illicit flows exceeded $154 billion in 2025 (lower bound), with stablecoins accounting for most illicit volume.
1. FATF: March 2026 report on stablecoins and unhosted wallets; July 2026 report finding that most jurisdictions have not applied FATF standards to decentralized finance.
1. GENIUS Act implementation: FinCEN/OFAC proposed rule (April 2026) would treat permitted payment stablecoin issuers as BSA financial institutions subject to program, reporting, and travel-rule requirements; no final rule as of October 2026.
1. Ongoing matters: Roman Storm's retrial (2027) and pending post-trial motions; the Bitcoin Fog appeal, affirmed by the D.C. Circuit in September 2026.
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